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Security & Transport Lighting 

Product Change Notification 

PCN Number  PCN-2025-SEC06 

PCN Title IPPoE Firmware & DiscoMan Update 

PCN Date     01/04/2025 

Type of Change 

☐ End of Life Notification   

☐ Datasheet / Specification Change   

☐ Design Change 

☒ Other                                         

 

 
 

Products Affected 
Product Series Datasheet Link 

VAR2-IPPOE Infra Red VAR2-IPPOE Infra Red Datasheet 

VAR2-IPPOE White Light VAR2-IPPOE White Light Datasheet 

VAR2-IPPOE Hybrid VAR2-IPPOE Hybrid Datasheet 

DiscoMan DiscoMan Webpage 

 

 

 

Change Detail 

Description of Change 
Raytec are announcing an update to the firmware of VARIO2 IPPoE illuminators and a new version 
of DiscoMan, Raytec's discovery and management tool. 

Reason for Change 

Potential security vulnerabilities have been removed through changes to the log-in procedures 
and password requirements on VARIO2 IPPoE firmware and DiscoMan. Full details of the changes 
can be accessed here. 
 
The changes have been implemented to ensure compliance with updates to the PSTI legislation, 
relating to Cyber Security. 

Implementation Plan 

All VARIO2 IPPoE products shipped by Raytec from 01/04/25 will have the updated firmware as 
standard, using serial numbers from 1378450 onwards. 
 
DiscoMan version 2.1.0.0 was released in March 2025 and incorporates all changes. 

Recommendations 

For existing lamps in the field, we would recommend updating the firmware ASAP. The new 
firmware can be downloaded from the Raytec website via the following links; 
VARIO2 IPPoE (WL&IR)  
VARIO2 IPPoE Hybrid 
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https://www.raytecled.com/
https://www.raytecled.com/wp-content/uploads/2023/06/Datasheet-VARIO2-IP-PoE-IR-0610-D-00012-2.pdf
https://www.raytecled.com/wp-content/uploads/2022/05/VARIO2-iP-PoE-WL-Datasheet-0610-D-00014.pdf
https://www.raytecled.com/wp-content/uploads/2023/06/Datasheet-VARIO2-IP-PoE-Hybrid-0610-D-00013-2.pdf
https://www.raytecled.com/products/software-discoman/
https://www.raytecled.com/wp-content/uploads/2025/03/Vario2-IPPoE-Security-Updates-March-2025.pdf
https://www.raytecled.com/products/software-vario2-ippoe-firmware-2/
https://www.raytecled.com/products/software-vario2-hybrid-ippoe-firmware/

